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FBLZNBTEASREENEZREESIER IR (FEED) -H52 ENEZBERAR
HIEAEREREHIUEZRR  EIESR B - b A RES B EREE R
MNEZITREME 2 EIA T SEA FEE - MES Rt AFESE - S HRRE
HEE—EIE (WE0EFH) MBSAZHFEAS  TANKREIIMEZ TRESExe
HEbR - /A ERAGETAS (F AR REYS ) deRetED Rt B 2 Bl 2 Ege - 22T
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(1) RAEHZELZLEY Latanya Sweeney ERIRLIETRHINE/ EBRINEREE » 75
T B RHEI TR EM P - Sweeney fx E{{FE M2 linkage attack Z ZE ] » {F
Endé% HIPAA &8N/ E# B bR ({ZB T ZIP code ~ FIEEEH ) LS
ARz ERE  ERNINRARER EEGTH RS EITHELSEEY - BT FER
HEERENRZERM -

(2) 7 Netilix Prize Data Study Z Zf(4 - Netflix B EE 8 (LIRS > 2B
P E RIS ) WER LT (1-55) HePtEEE s ERENS
HLEHE LT ERE I NENTERTSZHA - ARETEMREEER - (B4
EEFEREMET > ARASSRANSETEREEABEMZFERLT » GREKE
(B AL BREF 2 EMERTLE - I 4% LIESRZEAZS D  RHAEAE
*EZ PR 2 R (SR ) - RIFESERIZEREGEE 99% 0 HREE
REERETE (89=H) > AMERMEMEEZ ZFEIA 68% 2 aRa] LIFH]

' Emma Swahne, Data Protection by Design and Default, 64 (Master Thesis, University of Lapland, 2016).

2 Article 23 of the General Data Protection Regulation (GDPR).

* Latanya Sweeney, Matching Known Patients to Health Records in Washington State Data, Harvard University. Data
Privacy Lab. 1089-1, June 2013, https://arxiv.org/abs/1307.1370

4 NIST, Simon L. Garfinkel, De-Identification of Personal Information (NISTIR 8053), P. 18, 2015,
https:/mvipubs.nist.eov/nistpubs/ir/201S/NIST.IR.8053 . pdf
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BHINEURIE - A BRI EREE Z AifE T BB e B AAERE BRI Z
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{EERE R -

it - BAIE RS GERAE S HRRZBRTEEAE R 2B ERMRAARE (B 75EF5

SRR T EE$I§ZEIHE B HEASE) #ETE % » WLURUKIEH IR T GETE
RINZ - T EEREIE R E S S ERME UK I B — ST =R - BLEINZEE)
T’Eﬁf%ﬁ%ﬂ%ﬁﬁ'ﬁﬁl@&i_ Thi® > Eﬂvﬂﬂ”&?é—ﬂ@h =il ir“’“*ﬂf‘éfifﬁﬁ
FIPS (Federal Information Processing Standards ) 140-2 Level 3 B[ &E21Z 2 » {55
REEHEREENME Bl Z 2R ECEEZE—ERE > ME=ATERNZENER i
SRS (GBE—)  HEEREZIMERMTTE (L RIEE SEERE 2 2FE R
H {E'ﬁU*HbﬁFﬁ?”—ATEXWLELI‘*T&WHZEU%{F FatEHE M E R 2 J7
AIEEREA (FEEZ) - ERESFEEITMEREEER (AEFHENEBAZESE ﬂ]:
fiilkR EH#4D yTBﬂELLttﬁﬁ%E‘JZHFﬂ BEIEBRIRECT - HERERy eI R A Fra
"IEBUEE R ) TSR] (Z0FE Netflix Prize Data Study 2 ZE {1 F1| Eas’/ujﬁtb)
HWEREE T EABRHRETESE ZIEEANERRE TIE/NE ) (Article 29 Data Protection
Working Party) ® —O—IWEMEHRZ "HEZ—NIFEEHEEAEA ﬂﬁ%&ﬂhaﬁ

( Opinion 05/2014 on Anonymisation Techmques BETE WP 216) 7{EHEMERER - H}”‘Z%J%
BE AR R — (A EFR A FE R B ERELEBIE » BEFEHFERBE
S FEANLE - EXEFEAIAEF (quasi-identifiers) I{REEERIEF » BCERBHEIARES
s AIELN - BRI S G BN 7 (W B 585 9T) dE A REE R s b -

Rt - EEE sk fRE LT EMA (WH et - BERARES - BHREH - 38
HH#%) ZNEE S5 - FRABREERRR R ZHEERE - HERIE (5%
E'E )Eﬁiﬁ‘%‘]ﬂﬂf&z (FREZ) MLUER » BfERssHE L SRIEEEED IR A
23 o LHEFBRIEMAEES 23N ZFBERIITE EBUR Eanst B — 298N
*ZTE_E REHHEAE—FHRIER (DNF28F5) <EH (A EREREZZE
wEM) o ERR AR IR SR T TR B A AR ERALRIE Z PhEC - ITHIsRE

3 See generally Arvind Narayanan & Vitaly Shmatikov, How to Break the Anonymity of the Netflix Prize Dataset,
arVix, Oct. 16, 2006, at 1, http://arxiv.org/abs/cs/0610105v1 (v.1).

©  Re-identification possible  with  Australian  de-identified Medicare and PBS open data,
https://www.zdnet.com/article/re-identification-possible-with-australian-de-identified-medicare-and-pbs-open-
data/#:~:text=ZDNet%20Academy-,Re%2Didentification%20possible%20with%20Australian%20de%?2Didentified
%20Medicare%20and%20PBS,in%20an%20open%20medical%20dataset

7 Article 29 Data Protection Working Party, Opinion 05/2014 on anonymization Techniques (hereinafter WP216)
(2014), available at http://ec.europa.eu/justice/data-protection/article-29/documentation/ opinion-
recommendation/files/2014/wp216_en.pdf (last visited Aug. 8, 2021).

% See e.g., Paul Ohm, Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization, 57 UCLA
L. Rev. 1701, 1703-44 (2010).
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( non-deterministic noise) J7FCLAEEHEMRMAE EBAZRE Z B8V - {2 B RiE B
RERZE"HEBI I RERESRE " 15 TR EFRHENE » KEHEHE > 3
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A IE B RS ER T 2 32 -
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beatfs) - WZERZ SEEAAEBESHTERELL T EtERREIIREEE
Ao ZHig - BREEEEMNERE L - FRETiRER " EBEEsE, @ TIRBEA
Bt B LS MARE T (AFRREEE) ZINEERZHSERESEE
&E T A EEACBE, CRES IRREARM GEEEBFERREIEIIAFREHR
Z EERERRSEEE - B T TR, (%) FER TERY, (BEREHESBA) -
AEZRURREREEZ TN - HNEAESREARMARELAEE"? - W52
FHERIZ BRATRERE » HRERZ I FEMEIRA B R R 2 BRascE BE - 8y
PIEEE AR GETRRER - B ARBER R EE - e Tt g2
EEAIEREE - FREEEN  RERRAGHNERREEERA AR BEFi

ZE’EX °

BEEMS > BUEE SE S (European Medicines Agency * EMA) 7E 2018 EFTEE{H
ZERMNEE e B fH A JE B g E iR REFIBURHEE4MRE5 | (External guidance on the
implementation of the European Medicines Agency policy on the publication of clinical data for
medicinal products for human use) BlIRBH - FEEETT{E A BRI 5 B HLA /R STERL A&,
PextiilE - WA < EBR AT 5 e il iz 2 Fanl B is(E - EEEEINIRAR
AFEEENEZ MY - B EREEEE Gl B HENEE A ZBILESE -
KRB BHBA S0 Z B ERE IS - MEMRIESE— EE% - AT EEREETE
Al b1 Z Bl Rk o] DLEFERIERIIURIE - ABIATESR 2 BERRETE - SRS R E

° Simon L. Garfinkel, De-Identifying Government Datasets, 10 (NIST Special Publication 800-188), available at
https://csre.nist.gov/csre/media/publications/sp/800-188/archive/2016-08-25/documents/sp800_ 188 draft.pdf  (last
visited May 3, 2020).

O AR B R A R BRI P LB R R B E R EE S (1104 6 B 1 HAS)
https://www.mohw.gov.tw/dl-39218-b5baf813-79b5-4929-5930-281c09b67177.htm}

" 2REEFRRBAGRESTERRE P OEEZERE (N0E4F20HAE) -
https://www.nhi.gov.tw/DL.aspx?sitessn=292&u=LzAwMS9VcGxvY WQvMjkyL3J1bGZpbGUvMC810DUzL%2b
WFqOawke WBpeW 61%2bS%2fnemaquS%?2fnemaquS6uuizh%2bioiuaVtOWQiOaHieeUqOacje WLmeS4reW%2f
8%2bS9n0alreimgem7nigkMTAuMDQuMjDlhazlkY opLnBkZg%3d%3d&n=5Y Wo5rCR5YGI5bq35L%2bd67qq5
L%2bd6Zqq5Lq66LOH6KIKSpWO05ZCI50e]55S05pyNSYuZ5Lit5b%2bD5L2c5qWi6KaB6bueKDExMC4wNC4y
MOWFrOWRiikucGRmé&ico%20=.pdf
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Z&EH (FErg) ERMREEENFA P (EiREERE) ETHE R -
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(=) FFhlbZie B Es
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(3) EAEERHERENRHEEZ A (information can be “inferred” concerning an
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EIEEREE 2 R E R R R B TR I B BB E R A - AR S RE L
T THRIRTEELA ) fE AT B R HIET e - HIVRE B RERE T TR T S E(E
MNAERBACSR ) B " HEETEA ) AIBURAE—F R8T - BN EFMEBENE— 2 E R
2l B BB R FEF SIS T 2 B HENL A HE (RE—) - et
R EEREAAR EIEE T EEZ FHR R - Hin Lg% B AER IS SRR AL -
Bt AR iREFE L 2 AFMER T - KREFEAAE Z FHb R hHRE - SRt
%0 B A RZ AT BRI BT #1 ¥1 E F R B\ < TS (E /M - HaL(E&AES KB —K
Fifg T BRI E A L (FAEABRZ HEMEE - TEHEENESR "9l
EMEA ITFEEEEZEABRESR GRS IEt I ERET " EEZEEAM
BEECER, 2K TIEETEA L  AIZERMIEEEE LS TEN, BAZER -

3 EMA EJ IOM #f47# » BERIEEEE S 0.09 - EMA, External guidance on the implementation of the
European Medicines Agency policy on the publication of clinical data for medicinal products for human use, 49, 2018,
https://www.ema.europa.eu/en/documents/regulatory-procedural-guideline/external-guidance-implementation-
european-medicines-agency-policy-publication-clinical-data_en-3.pdf
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determination) Z A#AI{t (de-identified) 2% 2 &} - EIEEF HIPAA (R (#F
B DR E A AR RER -

(1) HIPAAREFSIREAE A - BEAZRE - BX - KEMERH L 18 HHRIHN T
el IR Rl ER - BEEFHMIEMREHERPTAT 5 E5& HIPAA 10E
ZEBEREHRRN T RETS - BEREEREIMR O B REIRER I E

( health plans, health care clearinghouse, and health care providers » covered

entity) > HEREZ BEAEANFEGEE—Rig NBEHIT 2 REREN

' Sophie Stalla-Bourdillon and Alison Knight, Anonymous Data v. Personal Data - A False Debate: An EU
Perspective on Anonymization, Pseudonymization And Personal Data, 34 Wis. Int'l L.J. 284, 284 (2016). See also C.
Christine Porter, De-ldentified Data and Third Party Data Mining: The Risk of Re-ldentication of Personal
Information, 5 Shidler J. L. Com. & Tech. 3, 3 (2008).

1545 CFR §164.514(b)(2)(i).

1645 CFR §164.514(b)(1).

1745 CFR §164.502(d)(2).
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= EREZ ERPIER - MEEER 18 IERIRTE2RBENRERE - E
HIPAA EBAMEZ 2R KT E S » IMEEBIFEBEZ ST A bIE
70

(2) EEHEFEL > K covered entity T Z&ERERAFELRE (RIE—{DIHEE
BIEERPIRERIRFFAE A T1EEL B 1818 - BRIFEBEZAFR) » HILIFRE
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'$ https://www.mohw.gov.tw/dl-17770-e13b366b-822¢c-4324-ba96-a9d76¢053¢36.html.

1945 CFR § 164.514.

20 K athleen Benitez and Bradley Malin, Evaluating Re-ldentification Risks with Respect to the HIPAA Privacy Rule,
17(2) J. AM. MED. INFORM. ASS. 169, 169-77 (2010). Latanya Sweeney et al., Re-identification Risks in HIPAA Safe
Harbor Data: A Study of Data FROM ONE ENVIRONMENTAL HEALTH STUDY, 2017 TECH. SCl. 1, 1-75 (2017), available
at https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6344041/pdf/nihms-988781.pdf (last visited Aug. 9.2021).
*IRRRSL - BIRERESRERRRENE 2 ERBMIRERH —PReTECERE 106 FEREHIF 5 54 55
o PIRFEEAEE 4088 > H 9 (20185) -
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FREBVURK ~ B HRGS IAKFTTE T 2B EN A AR RS EME , G E
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TEHRER B 2 FHIE 2 B R EA MR -

DUBNBsf5) - ERFEER TEESEZE ) L " AFEEREESR R ) 2 FE AR
ZIEEMEHEITHIE - BNEETLE (Privacy Act) PART IV FIEBEMNENEERWAE
( Office of Australian Information Commissioner » OAIC) &1\ FE4&RISIE N TEILRIFE L
Z R AR 0 W HIERR A TSR SIE DTSR £ 1T A e F AT R 2 AR R
e EHEER (substantially outweigh ) JBEUNFEFLEAIRFTANIRIE 2 2522 5 OAIC [HIFIR

22 OAIC, About Public Interest Determination, https://www.oaic.gov.au/privacy/privacy-registers/public-interest-
determinations-register/public-interest-determinations/



NN FIZE i T55 | (Privacy Public Interest Determination Guide) » £t/ FR BEAH {tr EL4E
UER 2 ARSI RATS MR REIF S - MEEABALEEEZ ARFIG - X405
At 12 H 2 3£ Fz57 2 E (public interest determination » PID) Z¢/DFd 12 {E B 2 B70E 4
NHFFFEE (temporary public interest determination) - FIB{EZE Tz N\ TET&RE S IELN
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THEEE  HEgEHARFEE Y 25— EE disallow 5 veto? -

FERIHIER T{EZEEE ) b DA, 255 - HEEHY 2018 FEETZEAE
THRE L F ERTEENSE GDPR Z#i5E » 1 GDPR ¥\ 1L F25 2 3R E 1 W PR i I 45 B— A%
NFEFIZS (general public interest) BAEE AK/VFF| %5 (substantial public interest)  BfffA
GDPR {A Wi & Z B ARIILAE FE » (HEB 2018 F{E AERIR:E % Schedule | Part 22
FIEE 23 THE R AR (R TR=) ALFEEREE GDPR Article 92)(g) Z #E>7 -
ErlEEE (data controller) ARFREADNHFZIEAHBUEIMERTEEEHE - EHE SR A
ZIEEEEHE?  HrFE RS EBNENSE 23 HEARANELFZSERZ — » WEESHE
HEREFEEANER 2L FEEER T ENERARENSERNEEAREREZIR
o 55 EAERHREE Schedule 2 Part 4 F R ERIEEE » FIRAHFZSFE AR R
HEEAEREE{LEH  MEEFEBEERR A o ENEHEREEEESREEE
BEANEFZER - BEE AN ERRERAINER - REFMEREABEAIEBSR - RS

BUMEZHIE -

2 OAIC, Public Interest Determinations Register, https://www.oaic.gov.au/privacy/privacy-registers/public-interest-
determinations-register/?start=0&year=2019

2 OAIC, Privacy Public Interest Determination Guide, https://www.oaic.gov.au/privacy/guidance-and-
advice/privacy-public-interest-determination-guide/

3 UK Personal Data Protection Act 2018, Paragraph 6 to 28 of Schedule 1.

26 ICO Guidance, Lawful Basis for Processing Special Category Personal Data, 15, 2019,
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/special-category-data/

27 1CO, Lawful Basis for Processing Special Category Personal Data, 35-35, 2019,
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/special-category-data/

28 GDPR Article 9(2)(g), processing is necessary for reasons of substantial public interest, on the basis of Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection
and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject.
2 ICO, Personal Data Protection Act, Schedule 2 Part 4.

39 ICO, Guidance, Lawful Basis for Processing Special Category Personal Data, 36-37, 2019,
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-
gdpr/special-category-data/

31 ICO, Guide to General Data Protection Regulation, 84, 2021, https://ico.org.uk/media/for-organisations/guide-to-
data-protection/guide-to-the-general-data-protection-regulation-gdpr-1-1.pdf
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£= FEEBATHRGEY EALHIGET

Conditions Show substantial | Justify why Appropriate
public interest no consent policy document
Statutory and government purposes N Y
Administration of justice and parliamentary purposes N N Y
Equality of opportunity or treatment N N Y
Racial and ethnic diversity at senior levels N Y Y
Preventing or detecting unlawful acts Y Y Y/N*
Protecting the public Y Y Y
Regulatory requirements Y Y Y
Journalism, academia, art and literature Y N N
Preventing fraud N N Y
Suspicion of terrorist financing or money laundering N N Y
Support for individuals with a particular disability or Y Y Y
medical condition
Counselling Y Y Y
Safeguarding of children and individuals at risk Y Y Y
Safeguarding of economic well-being of certain b Y Y
individuals
Insurance bt Y Y
Occupational pensions N Y Y
Political parties N N Y
Elected representatives responding to requests N Y Y
Disclosure to elected representatives N Y Y
Informing elected representatives about prisoners N N Y
Publication of legal judgement N N Y
Anti-doping in sport N N Y/N*
Standards of behaviour in sport Y Y Y
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32 paragraphs 13 of Schedule 1 of the DPA 2018,
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AN WA REEAWERRS  BREEEL - Bl HEERNZBEH
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(D) MEBMHFEEREAE AOERME  EETEZIRFBERHIE
AR KA HEN 8 ? EXEZEFEN - BERE2 AOERE
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34 CFR §§164.514 (c) - (h).
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