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“Anonymization remains somewhat useful as an added safeguard,
but it is not robust against near-term future reidentification
methods. PCAST does not see it as being a useful basis for
policy. Unfortunately, anonymization is already rooted in the
law, sometimes giving a false expectation of privacy where data

L REPORT TO THE PRESIDENT. BIG DATA AND PRIVACY: A TECHNOLOGICAL PERSPECTIVE. Executive Office
of the President. President's Council of Advisors on. Science and Technology. May 2014



lacking certain identifiers are deemed not to be personally
identifiable information and therefore not covered by such laws
as the Family Educational Rights and Privacy Act (FERPA).”
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2 Ohm, Paul, Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization (August
13, 2009). UCLA Law Review, Vol. 57, p. 1701, 2010; U of Colorado Law Legal Studies Research Paper No.
9-12. Available at SSRN: https://ssrn.com/abstract=1450006
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6 Khaled El Emam and Luk Arbuckle Why de-identification is a key solution for sharing data responsibly
July, 24 2014

7 Rocher, L., Hendrickx, J.M. & de Montjoye, YA. Estimating the success of re-identifications in incomplete
datasets using generative models. Nature Communication 10, 3069 (2019).
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Methods for Open Health Data: The Case of the Heritage Health Prize Claims Dataset

J Med Internet Res 2012;14(1):e33
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“l performed my own re-identification analysis with a slightly
different set of assumptions, one that seems at least as
realistic to me as the original. In particular, I assumed that
the adversary knows the year but not the month or day of each
visit. I was then able to show that one would derive
dramatically different re-identification probabilities — up
to 12.5% of members”
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9 Arvind Narayanan An Adversarial Analysis of the Reidentifiability of the Heritage Health Prize Dataset
http://randomwalker.info/publications/heritage-health-re-identifiability. pdf
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MemberID, Age, Sex Patient’ s sex, DayslnHospital VY2,
DaysInHospital Y3

H-ENTREHAELT

MemberID, ProviderID, PCP: Unique identifier for the primary
care provider

Year: Indicator of claim year (year 1, year 2, or year 3)
Specialty: Specialty of provider
PlaceOfService: Place of service

CPTCode: Current Procedural Terminology these codes provide a
means to accurately describe medical, surgical, and diagnostic
services, are used for processing claims and for medical review,
and are the national coding standard under HIPAA

LOS: Length of stay in hospital

DSFC: Number of days since first claim computed from the first
claim for that patient for each year

PayDelay: Number of days of delay between date of service and
date of payment of the claim



Diagnosis: ICD-9-CM code
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Fact: The dataset that was being released for the HHP consisted
of a small sample of all HPN patients.

Fact: All entrants in the competition had to sign (or click
through) an agreement saying that they would not attempt to re-



identify patients in the dataset, contact patients, or link the
HHP data with other datasets that would add demographic,
socioeconomic, or clinical data about the patients (where such
data could make the risk of re-identification much higher).

Assumption: It would not be possible for an adversary to know
whether the record for a particular patient was in the HHP
dataset. If an adversary made a guess, 1t would be equal to the
sampling fraction. Most patients would themselves not know
whether they were members of HPN, and therefore the most
realistic sampling fraction to use would be from the population
of counties in California covered by HPN. However, to err on
the conservative side, we assumed that an adversary would know
whether a patient was a member of HPN in our calculations of
re-identification risk.

Assumption: An adversary would have background information
about only a subset of the claims of a patient in the dataset.
For example, if a patient had 100 claims, we did not deem it
plausible for the adversary to know the exact information in
all of those 100 claims and to use that information for re-
1identification purposes. Rather, we assumed the adversary would
have information about only a subset of these claims. This has
previously been referred to as the power of the adversary, and
various methods have been used to account for power when de-
identifying transactional data



